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CHAPTER 5: LONG-TERM PRESERVATION  
 
 
 
5.1 Aims  
This chapter will: 
 
! explain, in practical terms, what it means to preserve records; 
! describe the various mechanisms currently used to preserve electronic records; 
! outline the nature and function of metadata in the preservation process; and 
! identify the skills required to preserve electronic records. 
 
 
5.2 Scope 
This chapter of the Workbook covers approaches to the long-term preservation of elec-
tronic records. Long-term is defined within the chapter as being longer than the lifetime 
of the system (hardware and software), which created the records – typically five years at 
current rates of technical change. It assumes that some means of identifying what records 
should be preserved is already in place. It makes no assumptions about the purpose for 
which records are to be preserved, or what type of access is to be provided to them.  
 
 
5.3 Preservation requirements and implications 
Before considering specific technical solutions to the long-term preservation of elec-
tronic records, it is important to reflect on what one is trying to achieve by preserving 
them. Our aim, in general, is the same for electronic records as it is for records held on 
paper or other traditional materials. But the special characteristics of electronic records, 
and in particular their relative fragility and susceptibility to change, mean that some as-
pects of the preservation task assume greater importance and urgency. Preservation is not 
an end in itself; we preserve things for a purpose, and sometimes for a number of pur-
poses. 
 
The assumption is made in this chapter that the primary reason for preserving records is 
for their evidential value: to demonstrate that actions were taken or not taken, that deci-
sions were made or not, as the case may be. Evidence as used here does not relate purely 
to formal legal processes.  
 
We also assume another possible purpose for the preservation of records – the reuse of 
the records themselves or the information that they contain. This is of particular rele-
vance because reuse of electronic information is typically far easier than it is with infor-
mation on paper, particularly when we are dealing with large quantities of data or docu-
ments. Our preservation actions should not put barriers in the way of such reuse. But we 
must also take care not to infringe any legal barriers to unrestricted reuse of information.  
 
One might ask why we are worried about the reasons for preservation. By examining the 
practical steps we need to take, it should become clear the end purpose can dictate what 
actions should be taken and what actions institutions can afford not to take. There is no 
suggestion, for instance, of attempting to preserve the behaviour and appearance of old 
computer software and hardware as a museum might want to do. Because of this, any 
step taken which alters the appearance of a record, but which still preserves its principal 
characteristics, its evidential value and the information within it can be considered ade-
quate for our purpose. 
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We are not talking exclusively about the permanent preservation of electronic records, 
but rather about their long-term preservation. This includes permanent preservation, as 
might be appropriate for records selected by a body such as a national archive. But it also 
includes preservation for fixed periods which greatly exceed the lifetime of the software 
and hardware used to create the records, such as personnel records which might need to 
be retained for 75 or 100 years from their creation or such other period as law may pro-
vide. It also includes preservation for indefinite, but not infinite, time periods which can 
be expected to exceed 5 years, such as building records which will be retained for at least 
as long as the life of the building to which they refer. 
 
The common characteristic is that the preservation period is greatly in excess of the ex-
pected hardware, software and media lifetime, and is usually longer than the period for 
which we can make firm predictions about technological change. The uncertainty this 
introduces is a key influence on the strategies institutions need to adopt to ensure effec-
tive preservation. 
 
The remainder of this section considers the requirements, which arise from the combina-
tion of: 
 
! the reason(s) we are preserving electronic records; and 
! the nature of electronic records themselves. 
 
It also considers some of the implications, which arise from those requirements, such as 
the need for the creation and preservation of record metadata. 
 
Basic requirements 
To achieve our preservation purposes, records must be: 
 
! authentic; 
! complete; 
! accessible and understandable; 
! processable; and 
! potentially reusable. 
 
For each of these requirements, institutions should be able to reassure themselves and 
demonstrate to others that they have been met. There is also the desire to meet these re-
quirements with the minimum of effort and the least disruption to the normal processes 
involved in creating and using the records as part of normal business. This chapter con-
siders each of the essential characteristics in turn. 
 
Authenticity 
To show a record is authentic we simply need to be able to demonstrate that the record 
is what it claims to be. This is not the same as demonstrating the truth or accuracy of all 
the information, which the record contains. For an electronic record, there is the need to 
show that the record was created or received at the time which we claim for it, that the 
process which created it (whether a human being or an automated process) was the one 
we claim for it, that the record is truly part of the system which it claims to form part of, 
and that its contents have not been altered in any way since it became part of the record-
keeping system. 
 
For example, consider an e-mail received from outside the organisation which has been 
kept as part of a record system. The received e-mail has many similarities to a paper let-
ter received in the post. Strong assertions can be made about some aspects of the e-mail 
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and the letter. We can say when we received them, who they were delivered to, and 
whether they received a reply. On the paper letter, this may be done with official stamps 
applied in the post room or correspondence logbooks, or a variety of other means. For 
the e-mail, the system may have added information to the e-mail headers as it was re-
ceived and may also have logs of its arrival in the system and its delivery to its final re-
cipient. 
 
But in both cases there is little that can be said about other aspects of the message. We 
cannot be sure when it was written, although both the e-mail and the paper letter will 
probably carry a date of authorship. Unless special steps are taken to ensure security of 
communications, we cannot be confident about the identity or location of the sender, or 
of the integrity of the message contents (i.e. have they been amended or supplemented by 
a third part en route?). Finally, we can almost never attest to the accuracy of the message 
contents. For both paper and electronic systems these drawbacks do not alter the useful-
ness of the record. We keep the message, knowing it was received at this time, read by 
this person, contained this information and claimed to come from this source. If the iden-
tity of the sender or integrity of the contents were matters of particular concern to us, we 
may have means in the world of paper and electronic records to ensure this: both are 
likely to involve cryptography or identifiable signatures. To establish the authenticity of 
the record, we need only demonstrate that we have preserved what we knew about it 
when we received it. 
 
It is worth noting that the authenticity of a record can usually be demonstrated without 
any knowledge of its contents (or even any means to access them). 
 
Completeness 
Completeness is typically used as a characteristic of a set of records rather than an indi-
vidual item within the records, although it can apply to both. For a set of records to be 
complete we must be confident that no items have been added or removed from the set 
other than in accordance with the rules established for that set. This is a similar require-
ment to the authenticity requirement for a single item. 
 
Completeness is not simply a matter of saying everything is still there because there may 
be very good reasons why some things are no longer there. It also involves saying noth-
ing is there which should not be there. Let us consider e-mail again. We may have a pol-
icy that dictates how long different emails should be retained. At various times the re-
cordkeeping system will contain different messages, and over time the number of mes-
sages within it will reduce. As long as we can demonstrate that the messages removed 
were removed in accordance with organisational policy, and that no messages appear 
which were not originally present, then we have demonstrated completeness. 
 
Accessibility/understandability 
Our complete and authentic collections are of no use if we cannot access them, or if we 
cannot make sense of their contents. Hence we impose a further requirement that the 
records are accessible and understandable. By accessible we mean that we still have 
some technology, both hardware and software, that allows us to locate records of interest 
and then translate them into a form which human senses can deal with, such as marks on 
paper or words on a screen. By understandable we mean that we can make sense of the 
record and the meaning it is intended to convey. This understanding may require assis-
tance or support of other information, which is also part of the record system, it is not an 
absolute requirement that each record makes sense in isolation. 
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Records can be accessible even if we no longer have the hardware or software initially 
used to produce them. All that is required is that we have something, which can still be 
used to make them readable by people, even if the record does not have all the properties 
of the software that created them. For instance, documents will have been created with a 
programme which allowed them to be altered and viewed in a variety of ways; we may 
provide long-term access to them using a programme, which only allows us to view the 
documents, and only in one form. This still provides access to the records. But if all we 
have is the original digital medium, such as a floppy disk or a CD, and not any software 
or hardware, which allows us to access the contents of that medium, the records are not 
accessible. Similarly, if an original recordkeeping system depended on a sophisticated 
access mechanism, which allowed records to be sorted and located by properties such as 
date, title and author, it will be necessary to replicate something of that access mecha-
nism in order to preserve the records in the system. A collection of thousands of files 
without any means of identifying which is which, other than reading them, is not, in any 
meaningful sense, accessible. 
 
Records may be understandable in themselves if they are accessible – many documents 
and e-mails will fall into this category, assuming that the language in which they are 
written is one we can read. But other types of record may require additional information 
to be understandable. For instance, we may have records which document a survey of 
agricultural land in which a coding scheme was used to indicate the grade of land or the 
type of soil present on each plot. The coding system may assign a single letter or digit to 
each type of land or soil. Clearly, the records which contain these codes are not them-
selves understandable since the codes carry no intrinsic meaning. But if we also preserve 
the coding system with the records, then the records become understandable. Indeed, it 
would be correct to say that the coding system is part of the record, but in many com-
puter systems it may not be part of the electronic system. It may exist only as a paper 
document, or only as part of instructions for those using the system. So to ensure the 
record is preserved in a form that we can understand, we must: 
 
! ensure that the computer-based record is preserved in a processible form; and 
! ensure that the paper documents for the coding system, or the information 
which they contain, are preserved in an accessible form; and 
! ensure that the link between the record and the information on the coding sys-
tem is preserved. 
 
Processable 
For records to be considered processable we must be able to manipulate, select and dis-
play them using criteria appropriate to their preservation purpose. This may mean using 
facilities similar or identical to those, which existed in the original record creating sys-
tem. But in many cases, the system in which the records were created may have func-
tions which are not required for the types of access which we will need in the long-term. 
Again, the example of word-processor files is useful. A collection of preserved word-
processed documents only needs to provide means to locate documents of relevance and 
to view their contents via a screen, a printed copy, or some other suitable means. It does 
not need to preserve the ability to edit them or to carry out other actions which the origi-
nal word processor software may have permitted. 
 
Potentially reusable 
Records are potentially reusable if it is possible to extract information from the record 
or otherwise allow the record to interact with modern information processing systems. 
This is a more rigorous requirement than those of accessibility or processability. Those 
requirements could conceivably be met by keeping the original hardware and software in 
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which the records were created active for as long as access to the records is required. 
This would allow the records to be accessed and processed. But if the older computer 
system does not have any means of exchanging information with newer computer sys-
tems, the records are effectively trapped within it. They are not, therefore, potentially 
reusable. 
 
This requirement for reusability differs from the others in that it can be argued that for 
some purposes it is not necessary to allow for potential reuse of records. If we have met 
all our obligations through satisfying the other requirements, then reusability can be ig-
nored. But in many cases it is desirable to aim for reusability even if no specific future 
use can be foreseen. By doing so, one has also usually ensured the record’s accessibility 
and comprehensibility. 
 
Technological development and changes 
Technological change is an inescapable reality when dealing with computer systems. The 
pace of change is rapid compared to other areas of human progress in information re-
cording and processing. The changes are driven by market forces which are often far 
from our requirements for long-term, stable access to authentic, unchanging information. 
It can therefore be a challenge to satisfy our requirements using a set of tools which will 
change even as we are considering how to employ them. 
 
Our aim is to achieve the requirements stated above whilst all the mechanisms used to 
create, protect, manipulate, access and display the records change, and to be able to 
demonstrate that the records have retained essential attributes throughout that time. 
 
The changes can take a number of forms. New application software is the most obvious. 
New software may simply be an updated version of existing software, or it may be a 
completely new package which has been adopted because it is cheaper or better than the 
old package, or because it offers greater compatibility with software being used else-
where in an organisation. It is not always easy to tell the difference between updated 
software and new software, and it is not always useful to know. Version 3 of package X 
may simply be version 2 of package X with a small, well-defined set of new features. Or 
it may be a completely rewritten programme which happens to have the same name and 
which performs many, but not all, of the same functions. 
 
Changes can also occur in the hardware used to run applications and make permanent 
copies of our records. Sometimes these changes have little relevance, as equipment sup-
pliers strive to ensure that new equipment is compatible in as many ways as possible 
with the old, ensuring that old software continues to run and old media can continue to 
be accessed. But this compatibility does not persist forever. Each new generation of 
computer can typically handle the things that were new with the previous generation of 
computer. But they cannot necessarily handle the devices from three or more generations 
back. The changes that have greatest impact are those that involve changes in media 
types and attachment technologies. The shift from 5.25” to 3.5” floppy disks took place 
some years ago, and although it is still technically possible to attach a device to read 
5.25” disks to a modern PC one would not choose to create or access records using such 
devices. The only reason we can still get them today, barely 20 years after their inven-
tion, is because their use was once so widespread. Other less widely used recording me-
dia of a similar age would present far greater challenges to access today (e.g. punch 
cards). 
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Changes also occur in the logical structures used to record information – what is usually 
referred to as the file format. Sometimes these changes come about as a direct result of 
changes in application software. Where they do, even if the newer software is capable of 
reading files in the older format, some inaccuracies may occur in the transformation and 
it can be difficult to confirm that all files will be transformed without error unless one 
has good knowledge of both the file formats and the software used to write and read 
them. 
 
File format changes can also be driven upon us by external influences. It may be easier 
to manage our records, for instance, if they are all in a single format. Hence if newer 
records arrive in a different format from older records, this may prove an incentive to 
convert the older records to a newer format. Alternatively, there may be need to do so 
because the older format is no longer supported even for reading by current systems be-
cause no software has created files in that format for many years. 
 
How important these changes are and how difficult it can be for us to deal with them 
depends on how much warning we have of them and how much we know about what the 
change involves. It is worth remembering that although many of the problems referred to 
can be overcome with sufficient ingenuity and technical knowledge, it can be very ex-
pensive to do so. Most archivists usually wish to avoid the heroic efforts that are neces-
sary to recover information from 20-year-old recording media. 
 
One of the most common conclusions reached by those involved in record preservation 
is that some form of migration is necessary to ensure the long-term survival of records. 
Other techniques do exist, some of which are the subject of intensive research, but mi-
gration is the technique in which there is most practical experience. Migration involves 
both copying records periodically to newer recording media, of the same type or of dif-
ferent types (this is known as ‘refreshing’) and moving information from one file format 
to another, more contemporary file format. 
 
Relationship to the original system (i.e. the records creation system) 
In a small number of cases it may be feasible to preserve records within the system that 
created them or its successors. These may even be essential when the original business 
purpose which the records served remains necessary and the records must continue to be 
accessed from within the same environment as other, more contemporary records. When 
this is true, the organisation should ensure that the periodic reimplementation of the sys-
tem which will inevitably occur faithfully migrates information in older records to the 
newer formats, or that the system is capable of processing information in all the formats 
in which it has ever been created. 
 
But in most cases organisations should preserve records independently of the systems 
that created them. This can be for a number of reasons: 
 
! the systems will not exist for as long as the records; 
! the systems will change function to the extent that old records can no longer be 
kept within them; 
! performance reasons dictate that no more than a given number of records can be 
held within the system; 
! authenticity cannot be assured within the creating system; and 
! there is a need for access to the records which cannot be met by the system 
which created them (for instance, access by the general public to records cre-
ated within a secure government system). 
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Some of these reasons are likely to provide greater control over when records need to be 
moved out of original systems. Decommissioning of record-creating systems is typically 
something which is planned some time in advance. As long as those responsible for 
long-term preservation are part of the overall planning process, sufficient time should be 
given to allow for an orderly transfer of records to the system needed for long-term pres-
ervation.  
 
Other reasons for transfer can be very sudden. Performance problems are a frequent 
cause of sudden, unplanned transfers. The performance change may not be gradual and it 
may occur when the amount of information goes over a critical limit. Analysis of the 
system can usually indicate when this will occur and in an ideal world one will plan for 
these eventualities by monitoring the amount of information in the system and perform-
ing a planned extraction shortly before a critical limit is reached. But experience shows 
that this is the exception rather than the rule.  
 
Sudden transfers are to be avoided if at all possible. They may lead to loss of informa-
tion, loss of contextual metadata or loss of authenticity. It can also prove very difficult 
for the receiving organisation to deal with large volumes of records which it was not 
expecting. 
 
Three tasks should be performed in order to preserve records outside the systems that 
created them. First, organisations should preserve the records themselves, whether they 
be individual documents, e-mail messages, or images. Second, it is important to preserve 
the contextual information that accompanies records (i.e. the recordkeeping metadata). 
This may range from indices of the documents through code lists and fixity information 
such as checksums or mechanisms for verifying digital signatures within the documents. 
 
Finally, the relationship between the metadata and the documents (or other electronic 
records) themselves should be preserved. If there is a list of dates, titles and authors, the 
system should have an unequivocal way of linking that list to the electronic objects to 
which it refers. But the metadata may be less obvious and the relationship to the records 
less certain unless efforts are put in place to make them so. It is not uncommon for data-
bases, for instance, to employ coding systems for some elements of information and for 
those coding systems to have altered during the lifetime of the system. Organisations 
may have a set of documents detailing each of the coding systems, but without clear in-
formation on when each was employed it is difficult to know how to interpret a particu-
lar coded record in the database. 
 
But if organisations preserve the original objects in a form which is accessible to current 
computer users and in a way that ensures the authenticity of each individual object, and 
if they preserve the metadata which list each object and describe them, then they have 
achieved our aims of authenticity, completeness, accessibility and understandability. If 
the metadata and documents themselves can be processed by the new system together, 
then processability and, potentially, reusability have also been achieved. 
 
Relationship to the access system 
The system in which we preserve records, and the formats that we preserve them in, are 
not necessarily those which we will use to provide access. Separation of the two systems 
is often required when the community of users who may access the records is much lar-
ger, and different in nature or location, from those who created the records. Separation of 
access from preservation also allows the choice of file formats and software systems for 
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preservation, which are likely to be long-lived without needing to compromise our 
choice because of short-term requirements of the user community. 
 
For instance, the TIFF file format has been recognised as the ideal choice for the preser-
vation of digital still images since the early 1990s and it is likely that it will continue to 
be ideal for at least the next 10 years. Throughout this time, it has never been considered 
the ideal format in which to provide digital still images to most end users. There are a 
variety of reasons for this: 
 
! colour images in TIFF files are very large, and hence slow and costly to transfer 
over network links; 
! many users lack software which enables them to deal easily with TIFF images; 
and 
! some end-user formats allow those who own the rights in the images more con-
trol over what the end user can do with the images than does TIFF.  
 
The formats in which images have been provided to users of image archives have 
changed every few years in response to changes in fashion, technology and user demand 
and are likely to continue to change. These changes do not necessarily lead to changes in 
the methods used to preserve the images. 
 
There are other advantages to constructing separate systems for preservation and access. 
In many cases, there is no need to provide access for part or all of the period during 
which we preserve things, or the access we need to provide is only to a small group of 
specialists (such as the archivists responsible for the records’ safe custody.) By designing 
a preservation system which does not incorporate user access, but which has clear inter-
faces which permit user access systems to interact with it, savings can be made in terms 
of cost and complexity in the preservation system. Additionally, the system may more 
easily be adjusted to changing requirements for access in the future.  
 
‘Access’ to electronic records once meant providing a means to print them; it has meant 
providing a machine-readable copy on tape or floppy disk; providing interactive access 
via the worldwide web; or providing access to users with a mobile telephone or other 
hand-held device. More mechanisms are likely to emerge in future. A properly designed 
preservation system will permit any and all of these to be dealt with without requiring 
any changes to the mechanisms or formats used to preserve the records. 
 
Chapter 6 discusses access systems and their requirements in more detail. 
 
The types and functions of metadata 
We will focus here on three sources of metadata: recordkeeping metadata, archival 
metadata and technical metadata. 
 
Recordkeeping metadata 
Recordkeeping metadata are those which originated with the records themselves or 
within the organisation which created them. They might include elements such as author, 
date of creation, title, sensitivity and keywords. Recordkeeping metadata generally exist 
because they were necessary for the original purpose for which the records were created. 
 
Archival metadata 
Archival metadata are those which are added to help manage the records after they were 
originally created. This may be done by the original organisation as part of mechanisms 
for management of non-current records or by the eventual recipient such as a national 
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archive. Archival metadata might include such elements as last review date or originat-
ing organisation name. 
 
Technical metadata 
Technical metadata are those which are necessary for understanding and processing the 
records. Some may be considered recordkeeping metadata, since they come from the 
original system. Other aspects may be archival metadata, in that they are added as part of 
the long-term preservation process. 
 
Examples of technical metadata include file format and date of last format migration. 
Technical metadata are often identified as metadata which the end-user need not be 
aware of as they are only used by other computer programmes to manage the records and 
preserve them. This is usually true but some users may need to have access to technical 
metadata. This may be particularly relevant if it comes to light (for instance) that a par-
ticular version of software which had been in use in the originating organisation some 
years ago was flawed. Some users would then want to know which records might be 
affected by that flaw. 
 
 
5.4 Preservation methods 
There are a number of approaches, both technical and organisational, to the preservation 
of electronic records. This section discusses these approaches and outlines the issue that 
might influence the choice of approach. 
 
Different types of record will lend themselves more to one or other approach. The first 
section outlines in broad terms the different types of record that current computer sys-
tems are likely to create. The second and third sections consider the ways in which re-
cords can be preserved. Finally, in the fourth and fifth sections we make observations 
about bitstream preservation and about migration to new storage media.  
 
The preferred preservation method will be influenced by: 
 
! types of record creators and recordkeeping systems; 
! the role of the archives in relation to records creation agencies and functions; 
! legislation; 
! the archives' skills and technical infrastructure; and 
! the types and levels of user services planned (see Chapter 6). 
 
Some of these will be absolute influences. Legislation, for instance, may mandate where 
certain records are preserved. Some influences will be relative and will allow for a de-
gree of value judgement. The archives’ skills and technical infrastructure is one instance 
of this. Such influences also need to be re-assessed periodically as changes in circum-
stances may warrant a change in approach. 
 
Relevant types of electronic records 
This Workbook does not attempt to present a complete taxonomy of the types of elec-
tronic file or object that can exist. Rather, we list some of the more common ones which 
may be found in current recordkeeping systems. 
 
Office documents, such as memoranda, reports, presentations and e-mail, are all close 
analogues of record types which exist in the world of paper. Many of the principles by 
which they will be tracked will be similar, and it is relatively straightforward to assess 
which elements of the record need to be preserved to ensure we meet the requirements 
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stated earlier in this chapter. Note that for these, as for any other record type which com-
prises a collection of what can otherwise be treated as independent computer files, we 
will have a set of metadata which turns those separate files into a record collection, with 
order, provenance and other essential information. That metadata set will itself constitute 
a form of database, albeit a small and often relatively simple database. Preserving the 
metadata often requires the same techniques as would be used to preserve a database. 
 
Databases are another extremely common application which generate records requiring 
long-term preservation action. They are often equivalent to some forms of paper record 
system such as registers, particular instance records, logbooks or catalogues. But the 
power of computers usually means that databases are far more complex systems than 
ever would have been created with paper, with many more information types within 
them and complex inter-relationships between those information types. 
 
Websites and the documents within them are also worth special consideration. In many 
respects they are similar to any office document collection, but they are often more rap-
idly changing, and there is also explicit linkage and relationships to be maintained be-
tween the documents. Many websites also contain elements of interactivity with their 
readers which more traditional document types rarely display and websites also often 
involve elements, which are driven by databases rather than document collections. 
 
Computers are used increasingly to create and manage collections of maps, drawings, 
photographs, sound and moving images, any of which may constitute a record collection. 
For the purposes of this document, all of these will have the same generic properties as 
the office document collection: they will constitute a set of individual files to which in-
dividual actions in relation to formats, authenticity and the like can be applied; and will 
be associated with a set of metadata which forms a structured database for the whole 
collection. These turn a set of files and information into a set of records. 
 
Preservation methods in the creating environment 
In some cases, preservation can effectively be carried out in the original environment and 
even in the original record-creating system. This will typically be true if all of the fol-
lowing conditions are met: 
 
! the original system needs to be kept functioning for a primary business purpose; 
! the original system meets the needs of those who are entitled to access the re-
cords; and 
! the original system is able to retain all the records we wish to preserve without 
compromising its functionality or performance in meeting its primary business 
need. 
 
It may be possible to use the original system for preservation alone even if the second 
condition is not fully met. To do so, one would have to build a compliant access system 
(compliant, that is, with user needs) which can extract records from the original system. 
This is a particular illustration of a general principle that the systems that we use to pre-
serve records are not necessarily those that we use to provide access to them. 
 
When it is possible, there are certain advantages to retaining records within the original 
system. There is no need to invest in mechanisms to extract and potentially transform the 
records into some other format in order to preserve them; and one does not have to incur 
the additional expense of constructing and administering a separate preservation system. 
Furthermore, organisations can be far more confident of the authenticity of the preserved 
records since they have not undergone any potentially damaging processes of translation. 
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Lastly, organisations can see the context and systems used to create the records. This 
may provide greater insight into the records, their creators and the interaction between 
them. 
 
There are also disadvantages to this method. Over a very long period, the original system 
is unlikely to be retained in exactly the same form. Typically, changes in technology and 
changing business requirements may mean that the system slowly evolves in a way 
which may not be obvious in the short-term but which over longer periods may have an 
impact on the older records within it. Word processing packages are upgraded to newer 
versions; databases undergo alterations to the record structures within them as fields are 
added and removed, and the functions and interpretations of fields are changed. Unless 
careful attention is paid to the impact of these changes on older records problems may 
result, and the problems may not be noticed until it is too late to deal with them. 
 
This will happen very easily unless the older records are being used for the conduct of 
current business. If the older records are only being retained for archival purposes, the 
checks which will be made to test that the new system functions properly may not in-
volve any use of older records. This can be dealt with by ensuring that any testing meth-
odology used as part of system upgrades has tests involving archival records built into it. 
One should also test periodically that older records can be accessed and rendered in a 
meaningful way. 
 
Another disadvantage of this approach concerns access. Although we have said it is a 
prerequisite that the original system meets our needs for access for it to be used for pres-
ervation, this assumes that access requirements will not change. If they do, we may find 
that we need a radical change in how the records are preserved because the original re-
cord-creating system cannot meet our new access requirements. 
 
In some cases, enabling a system to deal with very old records eventually makes it diffi-
cult to maintain and upgrade. At this point, it will be more cost-effective for the organi-
sation to create separate mechanisms for older records and allow the system to deal only 
with current records. One should ensure that periodic monitoring of maintenance proc-
esses takes this into account. If at some point the system cannot cope with old records 
and current records, one may be faced with a sudden and urgent requirement to remove 
the archival records from the system and create a preservation system to store them in; 
doing this in response to a crisis, rather than as part of a planned process, will inevitably 
be more costly and riskier. 
 
Some of these objections can be dealt with in a slight variant of this approach. We may 
choose to use the original software which created the records but in a separate computing 
environment (that is, typically, on separate hardware) from that which is being used to 
manage current records. This gives us almost all of the advantages of this method but can 
deal with some of the disadvantages, such as those related to performance. To do this, 
mechanisms are needed to identify and extract archival records from the current system, 
and there is the additional cost of running two systems. 
 
A further option is to use a technique known as emulation, in which newer computer 
systems are provided with software that allows them to mimic (i.e. emulate) older hard-
ware or software systems. Using this technique, a modern and presumably relatively 
inexpensive and easily maintainable computer can continue to run old software applica-
tions designed for quite different computers. We must, of course, continue to preserve 
the original software application in a form and on media which can be read by these 
54 ICA Study 16 - Electronic Records 
 
 
modern computers. Emulation is still being tested but it has already been demonstrated to 
be a practical solution in certain contexts. 
 
All of these approaches can also suffer from the problem that they will eventually fail to 
meet our requirement that records be reusable. Eventually, older systems will not provide 
adequate mechanisms to interchange information with newer systems and at that point 
we may have to change our approach if the reusability of our records is one of the mo-
tives for preserving them. 
 
Preservation methods in archives and other custodial institutions 
Generally, the option of using the original system to preserve and provide access to our 
records is not available. There is a need to implement a specific system to preserve the 
records and mechanisms to move the records from the system which creates them to the 
system which will preserve them. This mechanism may also have to delete, or mark in 
some other way, the records thus exported from the creating system. Whether the records 
exist in only one system (the creating system or the preserving system) or potentially 
exist in both simultaneously is driven by business need. It is legitimate for records to 
exist in both places if, for instance, there is a business need to retain them in the original 
system, but that system is incapable of providing public access to the archival records it 
holds. By contrast, it is not legitimate to retain records in the original system if the pri-
mary need for them no longer exists, they contain personal or confidential information 
and they are being preserved only for future historical interest and/or legislation forbids 
their retention once the original need for them no longer exists. 
 
In general, there is also the need to adopt a format for the preserved records (and their 
metadata), which is independent of any particular software system or hardware. Ideally, 
the format chosen will be defined by an international or national standard. Failing this, it 
should be defined by a standard that is publicly available and not subject to patent or 
licensing restrictions. Either of these will ensure that we are not dependent on any one 
supplier of hardware or software to ensure continued access to the records. Formats de-
fined by such standards are usually well supported by many software suppliers. Even if 
we reach a stage where no commercially available software exists which can process our 
preserved files, the existence of the standards document means that we can create soft-
ware afresh to read, render, process and reformat the files. If the standard comes from a 
recognised standards body, we can be confident that copies of the standard will be avail-
able from copyright libraries and similar bodies effectively in perpetuity. If it comes 
from a less formal body, it may be prudent to retain and preserve a copy of the standards 
document alongside the records. 
 
The format we choose should be: 
 
(a) able to represent all information and relationships between information in the 
original record that we regard as significant; 
(b) defined by an international, national or publicly available standard; 
(c) proven in terms of longevity or widespread adoption; 
(d) directly usable for access purposes, or be capable of being transformed into 
formats which are thus usable; 
(e) independent of any particular software or hardware environment; 
(f) capable of automated conversion from original formats to preservation formats, 
with automated detection and reporting of conversion problems or errors where 
applicable; and 
(g) (optionally) capable of automated conversion from our preservation format to 
the format used in the original or current record-creating systems. 
ICA Study 16 - Electronic Records 55 
 
 
 
Unfortunately not all types of information have file formats which meet all of these re-
quirements today. At the time of writing, geographical information systems (GIS) are 
one example. Although open file formats have been developed in the past and a new, 
more advanced open GIS format is undergoing active development, tools are generally 
not available to translate from proprietary formats in which GIS records are created into 
the open formats in which we would like to store them. Thus, we cannot satisfy require-
ment (f). Tools do exist, however, to perform the reverse function – translating from 
open formats to proprietary formats. Thus, if one can construct a tool to convert GIS 
information into an open format, the format satisfies all our other requirements. 
 
Some of the requirements are worthy of further clarification. Requirement (a) is intended 
to allow some flexibility in what we store and how we store it. It recognises that the 
original file may have some properties which are not intrinsic to the record we are trying 
to preserve and that a preservation format which cannot represent them still allows us to 
the preserve the record, even if it is not preserving everything in the original computer 
file. For a text document such as this, for instance, the words and the order in which they 
appear is of significance, and usually matters such as pagination and section numbering 
are also important, particularly if internal or external cross-references may exist to spe-
cific sections or pages of the document. The exact font or type size used is not usually so 
relevant, although stylistic variation such as the use of bold, italic or underlined text is 
often material to the meaning. Exactly which properties are significant needs to be as-
sessed depending on the type of record and the information within it. We usually seek to 
show that the conversion process we employ preserves all significant properties by defi-
nition, or at least is able to warn us if it encounters a document where it cannot do so 
(second part of requirement (f)). 
 
Requirement (f) ensures that we can take records from their original system into archival 
custody with the minimum of manual effort, and ensures that a robust exception report-
ing system exists which alerts us to any problems that require human intervention to re-
solve. Having an automated system, or at least a well-defined process and workflow, 
improves the auditability of the preservation process and helps to demonstrate the integ-
rity of the end result. We can focus our efforts on the process and the tools used within it, 
rather than on proving the qualities of each preserved object. 
 
Requirement (g) is noted as optional since in many cases it is not necessary. It is only a 
requirement if we foresee a need to move records back and forth between preservation in 
archival custody and use in the original record creating system. Even if we foresee this 
need, requirement (g) only becomes significant if the original record-creating system 
cannot import records using the access formats which requirement (d) says we need. If 
the creating system can use these formats to input records, then (g) is satisfied. This re-
quirement may be difficult to meet if we have chosen a preservation format which dis-
cards some part of the original information content which we deemed not worthy of 
preservation. An example arises with word-processor file formats. The numbering of 
sections, pages, tables and figures is usually automated, with the word processor auto-
matically renumbering everything as material is added and removed during the process 
of editing. Further, many word processors will extend this renumbering to the use of 
references within the text to other page or section numbers, or to the numbers of figures 
and tables. They do this by specially marking references to figures, distinguishing (for 
instance) the use of the words ‘figure 3’ from a reference of the form ‘figure <n>’ where 
‘<n>’ currently happens to be ‘3’, but may later become 2 or 4. We may choose a pres-
ervation format that loses this special linkage, on the reasonable presumption that our 
preserved documents no longer need to be edited and so no longer require such function-
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ality. But if the document is to be reused in its original system, and editing results in 
changes to table numbers or page numbers, the loss of the automatic renumbering of 
references to those pages and tables significantly reduces the usefulness of our preserved 
record within its original system. 
 
Bitstream preservation 
All of the methods of preservation we have discussed depend ultimately on our ability to 
carry out what is known as bitstream preservation. This is the ability to take a particular 
sequence of digital information, represented as a sequence of 1 and 0, and preserve it 
exactly without regard to its meaning or content. When preserving records we are at any 
one time usually dealing with a collection of bitstreams. 
 
To ensure bitstreams are correctly preserved, we carry out a few basic actions and make 
one assumption: every bitstream has some unique identifier which does not alter during 
the time which we are preserving it and which can be used to retrieve it from the preser-
vation system. To ensure completeness we must be able to demonstrate that we have 
every bitstream that we have been entrusted with, and that we do not possess any bit-
streams which we have not been entrusted with. Doing this usually requires that we 
maintain some list of bitstream identifiers separate from the system in which they are 
preserved and usually with access controls that ensure no one person can simultaneously 
affect the information in both systems. Periodically we can compare the information in 
both systems. 
 
We must also ensure that we can read every bitstream without error. This is typically 
done by periodic checks, which may be automated or manual. Once every six months to 
2 years is a typical frequency for such checks. For small record collections on media 
such as CD, it is sufficient to ensure that all files on the CD can be copied to another 
medium (which may be temporary disk) without system-detected error. This would take 
only a few minutes of staff time every few months. To guard against hardware error, it is 
recommended that these checks are carried out on a system other than that which was 
used to write the media. (Some types of failure can result in media that can only be read 
in the tape or disk drive which created them). 
 
Finally we must ensure that the bitstreams are unaltered. This is unusually done by a 
cryptographic technique to create a checksum, a small piece of information of fixed size, 
independent of the size of the bitstream but dependent on the contents of the bitstream. 
The checksum should have the property that it is difficult for any accidental or deliberate 
alteration of the file to take place without the checksum being altered. Checksums should 
be computed when files are taken in to archival storage and stored separately from the 
preserved files. Periodically files are re-read, their checksums re-computed, and com-
pared with those computed when they were originally acquired. Any alteration is indica-
tive of systems failure or deliberate human tampering, either of which needs to be inves-
tigated. A widely used checksum is the one known as MD-5, which is relatively straight-
forward to compute on any system, relatively strong cryptographically and not burdened 
by any patent restrictions. But continuing advances in computing power mean that these 
decisions should be reviewed approximately every 5 years. 
 
Whenever we alter the format of our preserved files, we are altering the bitstreams and 
hence the actions above need to be carried out again as if the file was newly acquired for 
preservation. 
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Migration to new storage media 
One further technique is used to protect against the fact that no computer storage me-
dium is permanent, and most are subject to rapid degradation compared with paper. We 
should plan periodically to copy our files to new storage media, either of the same type 
as before or of a different type, more appropriate to current technology patterns. This 
process is known as ‘migration.’ In the past, we might have copied files from 5.25” 
floppy disks to 3.5” disks or to CD, or from 800 bpi ½” magnetic tape to 3480 tape car-
tridge. It is impossible to predict the medium to which copies will be made in future; all 
that is known is that there will be a need to do so. Most computer storage media last for 
periods of about 5 years - longer for some types under ideal storage conditions; but 
shorter for many types in conditions which are far from the ideal temperature, humidity 
or ambient light levels. Creating multiple copies of each of the preserved files and stor-
ing these copies at multiple locations helps to protect information. Digital copies, unlike 
copies of paper records, are potentially perfect and they are relatively cheap to produce. 
The protection institutions achieve through the use of multiple copies can mean that they 
can reduce the frequency of some of the other tests and processes referred to in this sec-
tion. 
 
 
5.5 Skills 
The skills and knowledge required to ensure the long-term preservation of records are 
likely to come from a variety of people and are often split between the organisation re-
sponsible for creating the records and that which is responsible for preserving them. This 
is not materially different from the situation with traditional, paper records. Institutions 
depend on records having been created and managed by people with at least basic skills 
in record management, classification schemes, and the application of retention and dis-
posal schedules; they rely on the archive which retains them having people who under-
stand the organisations which created the records, who can describe them and make them 
accessible to their readers. Equally, the archive must have people with the necessary 
skills in preservation and conservation to ensure that the records are managed well and 
stored in conditions which will ensure their long-term survival. 
 
Little is different with electronic records. Institutions may find that the necessary skills 
are spread through a greater number of people. For instance, the record-creating organi-
sation is still required to have the basic skills to ensure that retention and disposal sched-
ules are developed and applied to electronic records. But to apply the schedules effec-
tively, and to audit that they have been applied, may require the advice or cooperation of 
someone with an understanding of the software and hardware systems in which the re-
cords exist. Such understanding can typically be found in people described as systems 
analysts. It is also important to recognise that although the systems analysts can help 
devise the necessary means of ensuring that schedules are applied correctly, they are 
unlikely to have the records management skills necessary to develop the schedules in the 
first place. 
 
To ensure effective long-term preservation, institutions need people who understand the 
organisation and context in which the original records are created, just as we do with any 
other records. People with knowledge of file formats, and the use to which those formats 
are put, are also required. This knowledge rarely needs to be very technical. Most or-
ganisations use a small number of common file formats which are also used by organisa-
tions worldwide. Guidelines should be developed with appropriate expert input on how 
to deal with the most common file formats. Such guidelines already exist for digital im-
ages and digital audio files, as well as for a number of textual file formats. Therefore, it 
58 ICA Study 16 - Electronic Records 
 
 
is sufficient that most organisations have someone who is capable of assessing which 
guidelines are applicable to the organisation and of understanding how to apply them. 
 
If the organisation has to deal with unique or obscure file formats for which no guide-
lines exist, or for which existing guidelines do not provide sufficient practical advice, it 
will be necessary to have a greater level of technical skills available to develop the nec-
essary tools to preserve the records and to be able to test and validate those tools. Some-
one other than the author of the tools should ideally carry out the test and validation 
steps. Hence the organisation must have access to at least two people, or groups of peo-
ple, with the necessary technical skills. It may be possible to ask another archival institu-
tion to help with the validation of tools one has developed in-house, or to use external 
consultancy. Alternatively, the tools can be developed by external software specialists 
and validated and tested using in-house expertise. 
 
Archival institutions which have a duty to advise other organisations on how to create 
records will want to acquire skills in the design and use of common business applications 
so as to be able to provide appropriate advice. This may relate to the best use of e-mail 
applications for business purposes, or may be more technically oriented. For example, it 
might involve advising on configuring a particular database application to ensure it pre-
serves auditable transaction records. 
 
Organisations which are already actively involved in the management and preservation 
of electronic records have typically found that IT skills (in systems management and/or 
software development) and archival skills are both required, and that each specialist 
needs to have some basic understanding of the role of the other. Software engineers do 
not need to become qualified archivists, and archivists do not need to become systems 
programmers. Each, however, needs to be able to find a common language to discuss 
what they do and what each needs from the other. Mechanisms, which ensure that this 
dialogue is continuous and natural, have been shown to be most beneficial. In those or-
ganisations where the management of archives is organisationally and physically distant 
from those responsible for IT systems, communication tends to be both infrequent and 
ineffective and characterised by either fear or hostility. Conversely, if mechanisms are 
developed which allow for formal and informal communication to occur between these 
groups at all levels of responsibility, common cause is often found, problems arise less 
frequently and are solved more rapidly when they do arise. In short, there is a premium 
on team working and communication skills. 
 
 
5.6 Summary 
This chapter has addressed the practicalities of preserving electronic records. Any pres-
ervation technique must be consistent with the core requirements of authenticity; com-
pleteness; accessibility and understandability; processability; and potential reusabilty. 
Consideration of requirements does note lead us to advocate any one preservation tech-
nique as the solution which archives should adopt. It would be foolish to do so, not least 
at a time when solutions continue to evolve rapidly. Indeed one of the principal consid-
erations in planning for preservation is how we best allow for future change. This chap-
ter has shown the need to plan in the light of that contingency. But equally it has argued 
that the prospect of future change should not deter archivists from taking action now. 
The surest means of beginning to acquire experience and expertise in the field is to act – 
rather than to watch others. 
